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Abstract: A preimage attack on 32-step SM3 hash function and a pseudo-collision attack on 33-step SM3 hash function
respectively were shown. 32-step preimage attack was based on the differential meet-in-the-middle and biclique technique,
while the previously known best preimage attack on SM3 was only 30-step. The 33-step pseudo-collision attack was con-
structed by using the same techniques. The preimage attack on 32-step SM3 can be computed with a complexity of 223,
and a memory of 2°. Furthermore, The pseudo-preimage and pseudo-collision attacks on 33-step SM3 by extending the
differential characteristic of the 32-step preimage attack were present. The pseudo-collision attack on 33-step SM3 can be
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computed with a complexity of , and a memory of 2°.
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A 0oy X VLA ST HIALIE T 3 48
HIaH g (BX biclique ).

MEHZE 4 AT, TR F IR 2250 B AR O
Pr[0=, F(M,S,)®F(M ®35,,S,)]=1. fEiHx 5
FUPET 1, J5 e Fy (9 28 40 8% 450 BT M 2 L
Pr[0=; inl(M’Slg)('Binl(M®52:S|8)]=1 o B,
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o513 ARG KRS K SM3 TE b e ) J5UR S D

L ]« N f [R] 0 Ry

' <<<12_}—
—[5~ <<<18

[N}

A y
==] |2

Wi ’ W,

" N LR
ss—e a0 20 38 Ne| o | & | 7 NNe | u |

' 1
[<<to ] |1~
i

17 i {0

Wi > y /
> GG mHi= [<<<7
o>
H19%
> A y
opgs:: &
»J
Wi

[==] |- =] |
W, {)

~
Q
7
T

i vl < N 727,

/
’ E t’\ ] <<<20
g . o o
5520% o = L=<

H
)

N
i

1.

%
AN | » 008 o | v

N zsmmpmnmnns 7] smmsopnmnns ] wii [ | Zsmmpmnnss

K5 3% biclique
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<54 b I I 39 4
o ZF o b 5 2 sz BOME, TTBLECBIRIAIE 3.4 0B AL SR

1
RERIE R 32 #5 SM3 14 R A5 Bt

R4 3N RARGHE RN F HEDFIERRE

S RRAL

E=V0

21 31 32 33 34 35
AW 0 0 0 0 0 0
AW 0 0 A, 0 0 ?
A4 0 0 2 2 2 ?
AB 0 0 0 2 2 2
AC 0 0 0 0 2 2
AD 0 0 0 0 0 2
AE 0 0 0 2 2 ?
AF 0 0 0 0 2 ?
AG 0 0 0 0 0 2
AH 0 0 0 0 0 0
M 1 1 1 1 1 1

i, A, =B(B(0-1,7-9])>>>7) .

£5 RNBRHEGEER F, ' ESHERE

4y
17 7 6 5 4

AW 0 0 Ay 0 0

AW 0 0 Aq 0 0

A4 0 0 0 0 0

AB 0 0 0 0 Ay
AC 0 0 0 A, A,
AD 0 0 A, A, A,
AE 0 0 0 0 0

AF 0 0 0 0 A,
AG 0 0 0 A, A,
AH 0 0 A, A, A,
B 1 1 1 1 1

Hrh, Ay =[27-311,4,=(0-26),A,,={0-17), A, =(0-7).

DR %F 32 & SM3 #y3Oh Js 45 P v ) I ] B2k
JEE 2%, FTLAAREE S 3.3 WML, X 32 4%
SM3 H43iE — A> JeU B Bk BT i B4 I TR) R R

256+251

2 2 a2 (PR R 25, WRNTE ik
e )RR A o, UG R A R 4 B B B

W% SM3 BHI eR % 32 #E IR PR AEAE Mook, Ak

256-5
22
1

B SR T LG, A 2 ~ 2" [N ] 52 %

[E5 2° A SR
4.3 ¥t 33 % SM3 RYARIIER &

Bk T biclique SYIRIGEGHA, ARIE N LUE
Toh A R AT 1) HRER i 1) B 22 43 A 1) O R 3 n 2
A AHEE TR, R S s o B AR A
R, KRHTY AR, #F 0 LIk
L ULHC L, PRI, AR R ) 52 2% B AR o
oo I 32 FeIG MR F, M ZE Ry R —%e,
MEE 17 5205 3 58, ARSCATLURIE XS 33 %8 SM3
(0 JE G T, B3R 33 5800 SRR B0t vl LA R
S RELE 3RS 1) BTREE, A 21 5528
35 %5 2) JamELE , A 17 RBEH 3 5 3)
biclique, MZE 18 #2255 20 48,

h T R ZE S AR IS B, ARSI B G
LS 0] DR D, K228 4.1 AT 3 A5k
o bR, RINFECA T J7 ORIE G I 1) 2tk
28 DA D, 5 T felA I3l 2 4 1F 1) 2)s 3).
D, ={w,, ||+ || wis | wyy = B[29 =31]>>> 7, w, =0,
21<i<35}» Dz :{W4 ||"'||W19|Wo :[7_9]3Wi =0,
4<i<5,7<i<19}, T =1{0,0,0,0,0,0,0,7}, N d =
r=3. fikHiE SM3 IV AP TR NAS, X T2tk
DlﬁAVVIG =0, AW,s=0, AW, :R_I(AVVzo <<<7)=
[29-31], AW,, = P (AW, <<<7)=[1-6,9-11,17-21,
25-29] o FflHh, XFEtEa%n D, T4 AW, =0,
VLK AW, =AW, =0 . L, ZeE=5 0] DA D, A
SAEHINE B )G 65 bit ERIANZES . i EiRIR
i, E513 3 5 biclique WL KT

SRS, AR SCORILE MR F, 7553 B AT LA
KN P0=, F'(M,S,)) ®F, (M ®56,,5,,)]=0.85 o ]
BT ER F, (2 0 B AR O AR 32 Sl —FE
EHEPH0=, F(M,S,)®F(M®35,8,)]=1. Kit,
mu%ii%%_ﬂaﬁ”mwwg%agfm
PRt B AR M TE XS 33 6 SM3 th s g el o 17
2, HT SM3 MEREGOFHRE SR, ATEE
FiE R 3 #2 1Y biclique S5k, BEAL, SIS
R, W ETICALR ALY e ar i  (BUE H
(ACH, WD N AT R F, (S5 R F D 224y
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%1

ARG KRS K SM3 TE b e ) J5UR S D .55

PRI AT R R 2 O R BRI 0, 173K 23 {56 Y.
i ey ) 52 2% ﬁt o F5 28 ek (R TR A AR 2,
A R Sl AR AR ek, DRI, 33 & P Al 4
AR T SM3 B BB e K
H Rl fE A R

PRI A S 33 & SM3 HA e Ok i (5 Fr i TR B ) 52 2
JE & 275, AR IR 3.3 AL STV, X 33 & SM3
Py it — A R B B B 7% R RO BN

7 2 o 23556 [T 0256 £ 2% | ASCAA K ik
33 ?KEGI#@%IQEEXE%ixﬁﬂﬁ’ MR o2 2 7)
WA o RO AE_ B rp A M, DLE s
SEAEI AR R B e, PrbL, T DLERA T EE 3.4
W ACSVE BRI SUHAL X SM3 HUY i E
B%%%Wﬁﬁﬁ’Wﬁﬁﬁﬁﬁmﬂ,E%%%

B[R] 52 4% Fﬁ ~ 27 5 23 AE R AR
5 #RiE
AR ILEXT SM3 13 JR A5 Bk o2 b A

MEM), XL A 1) SM3 R T E 20 4G
2) SM3 [¥3 S A 78 5L B ) T Ze vk ¥ [a) Dy Al D,
P o AEAH L TP A E B, A0k
IR 22 4y v TR AH 28 B B S F R it X SM3 (1)
SRS, X R E R T SM3 SR T &AL
By AL R ZES RS, UIEsEEHER
5 biclique J7¥%, &1 T X SM3 1) 32 #J5EK
i, BAK 33 #eRI N LSS Bt o AEARSCZ /T, X
SM3 Bl sUE 45 AT 30 F&, T S A 1) P Ak
WA A 32 5.
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